Job Summary
Job Title: Security Operations Analyst
Grade: 7
Salary: £34,189 to £39,609 per annum
Department: IT Services
Hours/Contract: Permanent, full time
Reference: 849
Role Purpose
As a Security Operations Analyst, your primary responsibility will be the smooth, efficient and
secure operation of the technology that protects our network and applications. This includes the
operational responsibility for a suite of services including the day-to-day management of the
University’s enterprise firewalling.
The post holder will work with internal and external contacts to assist in proactive maintenance,
testing and auditing of our key services. To do this, the successful post holder will need to build
positive relationships with developers, infrastructure, applications and governance colleagues within
IT Services.
While the focus of the role must be operational support, it is expected that the postholder will also
support the IT Security Specialist in operationalising a security framework for the University as well
as in providing of design review and assessment against best practise of systems developed and / or
acquired within projects (ranging in lifetime from day to several months).
Resources Managed
Centralised / resilient firewall appliances configured as border and datacentre firewalls that support
University-wide infrastructure and applications.

Main Duties and Responsibilities
•

Day-to-Day Tasks
o
o
o
o
o
o
o
o
o

Assess, and apply new / changed firewall rules to existing or pipeline
services
Review current firewall rules to ensure continued relevance
Respond to user-reported incidents in a timely and courteous fashion
Co-ordinate vulnerability scanning / penetration testing
Support information gathering and remediation for security
assessments and audits of the IT infrastructure
Assist in performing design review of new solutions, and promote security
best practice to stakeholders
Support IT security investigations as required
Ensure appliances are managed in line with provider best practice
Other operational duties related to security and networks

% Time
50
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•

Long Term Planning and Development
o
o
o
o
•

Increase the efficiency and efficacy of day-to-day tasks and processes
through automation and orchestration
Work with other teams to support their routine operational tasks
Develop perimeter monitoring to ensure the proactive management of
service availability
Create and maintain documentation and develop cross support within
the team

Developing Staff
o
o

30

20

Support the IT Security Specialist and Head of Risk and Compliance in
the ongoing development of an IT security framework for the
department and university.
Maintain own skills and knowledge in line with the requirements of
the service.

Internal and External Relationships
•
•
•
•
•

Daily contact with other team members
Regular contact with other teams in advising on areas of expertise and problems /
queries directed to Infrastructure Services
Regular contact with external vendors and suppliers, consultants and
maintenance providers in developing services and dealing with complex issues
Occasional contact with peers at other sites with similar service requirements
Infrequent contact with other teams and with IT Services Senior Leadership Team in
planning service developments

Planning and Organising
•
•
•

Forward planning / scheduling of hardware & software upgrades with lead times from
weeks to several months, minimising loss / degradation of services
Organising own workload to meet the requirements of the team and service provision
Communicating and liaising with Estates, Contractors, Suppliers, Staff, Students and other
Stakeholders

Qualifications, Knowledge and Experience
Essential
•
•
•

Significant experience working with a complex network within a large organisation *
Significant experience of firewall security implementation and associated best practices *
Understanding of current IT security and InfoSec best practice*

Desirable
•
•
•
•

Experience of enterprise firewall management*
Experience of automation tools and configuration management tools*
IT Service Management ITIL v3 Foundation *
Understanding of network related configuration such as DHCP, NTP, DNS, etc. *
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•
•

Windows Server firewall and group policy administration and / or LINUX-based firewalling
using iptables *
Experience of working in a ‘DevOps’ culture

*Criteria to be used in shortlisting candidates for interview
Skills, Abilities and Competencies
Essential
•
•
•
•
•
•
•

Highly developed analytical skills and problem solving ability
Excellent interpersonal skills
Excellent verbal and written* communication skills
Customer focused
Able to work with minimal supervision
Self-confident and self-motivated
Able to organize, prioritise and plan own work *

Desirable
*Criteria to be used in shortlisting candidates for interview
VITAL
The University encourages all staff to live our VITAL values which are:
Valuing People, Innovators, Together, Accountable, Leaders.
Equality and Diversity
We believe that equality, diversity and inclusion is integral to a successful modern workplace. By
developing and implementing policies and systems that challenge stereotypes across all aspects of our
work, we have a culture that recognises and values the diverse contributions of our staff which benefits
everyone. Our strong values of inclusivity and equality support our efforts to attract a diverse range of
high quality staff and students, and identify our University as a progressive and innovative workplace
that mainstreams equality, diversity and inclusion.

